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E ~ aFi \
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[ [EEHF]
AT SR | AT HAOBRESH FH
VPN B5: vpn-0b83 aB79
A 2021578 A5 UTC+3 | IPSEC IS DOWN
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R FILDRE

N ES | AP PRLA

Tunnel 1 52,
Tunnel 2 52.

gL
DIRRE

AT —HA | AT HAOBEEEH
Tyl 202188 4B UT...
7yt 20215688 09 UT...

P58 IPv4 CIDR PIEi IPV6 CIDR

0 169.254.79.236/30

9 169.254.209.240/20 -

3 BGP ROUTES
3 BGP ROUTES
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B RIS DIEZRR- > I : Amazon VPC Reachability Analyzer

<

v D= BENESDICEESN TV MR T DFE
IO W bE—thEER T (C2DDI RiRA > SETORLE = ##T ] EE
A DRI ANBARET SAR— " — b T A T TOBREHERRE(CHIA
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a #-F DS @
o ) _ 44 1D v sioRGE v EEORTHR v EE
@) New VPC Experience ® SHROETUIT AN ERCETLEL
Zall ys what you think (-] nia-0631 12de Tue Aug 312021 20:1... @ EiErlEE
- ~
VPC BlEaaets P S H— MRTHYZTO—5— ua
REACHABILITY
Reachability Analyzer 4 im= .
BET sk
v }tz (1 'I‘” o eni-0d26. d720 vgw-06450 60af
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BASZDAR T v JiAID D w-RREER
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ERAISOWRRI> S : VPCOO—0OY

EC2IREDRY FNI—=DA 2 =T 14 X%z iEiE g
DIEIRZEF v T F v I DHLEE

Amazon CloudWatch Logs. ZF/z(FAmazon S3
(CIRTF

OJ%ZBg U, AU FHILDBECK U TR
IL—Tw MOL AT S — R EDRE(TTRLN
BUSEAIIIVPC, HTJ=Rw . ENI
INRTCDRSTTv v, Fa]. IEEHSEIRD]EE
JO—75/55EDAWSH — E X &= iE
BB DT — DT ZHEER

#l: 1-EUCVPC, 3-VGWHEH. 4-VPCE &
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version 3
account-id 384767312456
interface-id eni-0b62d5e000e412345
srcaddr 108.56.192.231
dstaddr 172.31.0.202
srcport 50565

dstport 80

protocol 6

packets 7

bytes 751

start 1573704396

end 1573704455
action ACCEPT
log-status OK

vpc-id vpc-0af48868ceeb12345
subnet-id subnet-02ab634d2e4c12345
instance-id i-02998a68301112345
tcp-flags 3

type [Pv4
pkt-srcaddr 108.56.192.231
pkt-dstaddr 172.31.0.202

region

ap-northeast-1

az-id apnel-azl
sublocation-type
ciithlnratinn-id
pkt-src-aws-service -
pkt-dst-aws-service EC2

| tlaar Aeantion o nee
traffic-path 3




E IR DREEBINA > b : B DMMDIERR

SEFRIN—F—00OD
RN Z EFE(CIEIE T D726, A LRI T HEDOTZRE. BERTICDR

AN E R A

ION B vpn-0b83 aB7g

== I S S =< - RV Td:b\i%l/zl_\

h“/*Jw}ﬂﬁ,\ ﬁ:g

2ot roard

bFILES [ AEIP PELA | WEBIPv4 CIDR P33R IPv6 CIDR AT —HA | AT —HADOBEEEH B FEEAE ARN ;’ ii_u_/_l_i '\ /\
Tunnel 1 52. 0 169.254.79.236/30 - 7T 202188 48UT..  3BGPROUTES
Tunnel 2 52, 9 | 169.254.200.240130 - 7T 202188 09UT..  3BGPROUTES

Internetb—EX>'OJ/\1 F\E&HE
EHEARESVPNI Y Rk > MAADY —F v EVUSF o (CRET IR ETD
RIBEAEAEDR (XYRTAS ROV —)UICEREHED"IMEZBIPT KL ")

https://aws.amazon.com/jp/premiumsupport/technology/personal-health-dashboard/

https://status.aws.amazon.com/ aWS
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Agenda

VAT L ZZAMNBSAWSAT SAR— NMEHRT DAE
> AWSI(CH T B VPNIEZHcDFELE
> AWS Site-to-Site VPN&(E ?
> AWS Site-to-Site VPND:EETE
> 2D —Tw MF— KD - VGW or TGW
v VPNOTTEAL
>R T S A R—F— DT (VGW)
> bS5 2w MNF— DT A (TGW)
> Direct Connect& DO
v  AWS Site-to-Site VPNZFIA U=l E81E
v IBRFOERNRT > &

vERED
vEE

» AWS Site-to-Site VPNICHBITDIEEDTY TF5—
» AWS Site-to-Site VPNOFIBERIE
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YAMAHA#ER)L—45 —[CDWNT

Q: IPsec > RILEFP VI UTH. BGPHDownDEE

A: BGPOERTEZNRIREE B2, "bgp configure refresh”Z#=i7 L TLZE0)\,
2% . http://www.rtpro.yamaha.co.jp/RT/docs/bgp/bgp4-command.html#bgp_configure_refresh

Q: AWSH'SA>T L ZRBRNDEEZEHIEHT S/z8. AS Path PrependDFIA% it
|Ehieht. HIEULUTULRL

A: BGPD77 NUE 21— THBAMEDZCFHIALIZEL,
Z% . http://www.rtpro.yamaha.co.jp/RT/docs/bgp/bgp4-command.html#bgp_neighbor

Q: ipsec ike local id / remote idDIBET"/0"ENVAVIBEITDIEIS—LERD
A: BEVD)L—F—TOSZEIRICTYVIFT—hITBZETHIEIZEL,

aws
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A>T =R EVPCOHOCIDRESS

Q: A>T L ZACIDREVPC CIDRBEEUTVSN, @IET BHE>RLD ?

A: VPC CIDRZZEE I B EWATIEERIZS. PEIRIL—F —TSource NATE
Destination NATZHA L. EEZDLEIZE0)N,

Q: VPCODPrivate NAT GatewayZ{EL\. A>T L =ACIDREE#E UZVPC CIDRIC
BETESZ LIERTEED ?

A: Privte NAT Gateway T(d. Destination NATZEE L THDFERA. A>TL =K
A MHIVPCADIPICEBET BIeo(CIE. VPNTHIHT 3HEEERIL—F—ZBXDINEND
DEIMN, ATLZARNICEFEIDIP RLAICHUTIE. CNHAREIETT,

Q: A>T L S AMCIDRISL2IEM L TVPCICVPNIER: LT
A: AWS VPNT(dLayer 2iEEE HR— RLTOWER A

aws
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AT F O ADFRECDNT

Q: AWS VPNICHIFBAWSHIA > FF > ABRICEIRIIH DT ITH ?

A: FRITRIEBMNMEVIRD ., AT F 2 RXICEVWTHBEHRADBM(IITONETEA D
Iz, MTREZERTDEHIC2 DD RIVEREUVUpIRRELE T DCENEETY,

Q: FADKR RIS UVEUEDRASTFOATIH ?

A: FRIIZITD S RILY D> U, BENICEIHUEES. AWSAID A > 53> X

MTHNTULEZREIEEEN D DE T, BEIM(CHAD b RILNUpIREEAIEIFE LU TLINIE,

BEKRAITHEICOERI I3 EHDFEEA. LWINHD S FRILMEIRURWNES.

BEFRIL—F—IEIEICKD. IPsec b R)LimiE/MIEA >~ — T 11 AdDDown/Up.
(AIgECTHNL) IL—F—DEikEIZHHL <=0,

Q: EHINICIPsec b > RILHDown /UpZEHEDIRIS DIIA T F O ADEETIH ?

A: BRFEE TR DMTUS A IOV NE < [PsecDBEZ BRI DIRICHER/ T W MO
EINTWLWDAIEEMEN D D ET . IKE SA/IPsec SADlifetimeZziE< I D ETCTHETSE
PoLNBDET aws
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DA —=HICDNT

Q: AWS VPNiEZZFIHUT1IDDVPCICERATWS DO S P IOCATEZEI O ?
A: ATFICOA —SDIBIRNMNEEH NTEDEFIDT., [RETSAR—KTF—bIDTA
H1= DD Site-to-Site VPN D] #CHERL RSV, ABRMERIFSTIE. 10& 4
NFET, KDZLDHLEEVPCICIESR I DEHDSE. S22y M — DT 1 DFIHA
ZHREWCUEIT ., SFBEICDUT., 512 LITZ2UOIT R MERDIGENGDEITH. 5l
= FIFORE CTHDCEEZRHNRI DIEDOTIES I VNEE A,

&% : Site-to-Site VPN O A4 —4

https://docs.aws.amazon.com/ja_jp/vpn/latest/s2svpn/vpn-limits.html

aws
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VPN RRIVI> RIRA > FMCDWT

Q: AWSHIT> Rk > MO EFHETNERCEMETNEIH ?

A: AWSRIDVPN h> 2RIV Rk > bO— A Fd@mAMNRBENZESIC. AWS
Personal Health Dashboard(C h>>RILI> Rk > RSRIBIINNRRSNE T,
&2 : AWS Health /1 RX> b&{ERHE U VPN BT >

https://docs.aws.amazon.com/ja_jp/vpn/latest/s2svpn/monitoring-vpn-health-
events.html#tunnel-replacement-notifications

Q: AWSHIT> RRA > MOERESNIERCVPNBECHZELET I ?

A: AWS Site-to-Site VPN(FNYR—= RO —EXTH D% L. AWSICK D ERRR (CEEFR
WIBZITWET . CODER. VPNIESUIBEBN(C2EBED b RILICT T AIILA—/N-U T,
P OCIAHMENENKDICUERT, DT, DRAIN—T— R ITAZFHEITDE
SE MADRRIZEEET D ENEETT,

&2 . Site-to-Site VPN ~>RILI > Rk > hOER

https://docs.aws.amazon.com/ja_jp/vpn/latest/s2svpn/endpoint-replacements.html
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ERElg, EERIMCONT

Q: AWS VPNi#E#E C/N\AMTU#H (Path MTU Discovery) TEE I h ?
A: AWS Site-to-Site VPN T/ \AMTUERHE ZHR— LU TCWLWEEA. B5HNUHEEER
IL—S—DiwIB1A>F—T T4 AOMTUZ 1399/ 1 MMIEHELTLIESUN,

Z% . Site-to-Site VPN OO A4 —4
https://docs.aws.amazon.com/ja_jp/vpn/latest/s2svpn/vpn-limits.html

Q:ERIED b RIIVETESRNZEDHDIIEHICBFDEXXIH ?

A: AWS Site-to-Site VPNTI(IBFDICKBEZERIANZH/R— U TWEEA. KDELE
EXRIITBDIEHICIE. BEFIL—F—(ICTT v RE#HE (dead peer detection:
DPD) Z&EEL TSN,

SE  DRIN—T—IDTA4FT)\ARXD VPN b2 RILDIEFENE. AEEM. FEboRIVFD>Z ST
S1—54>20FBCFEDSTNUIKRNTIH?
https://aws.amazon.com/jp/premiumsupport/knowledge-center/vpn-tunnel-instability-inactivity/

aws
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Agenda

VAT L ZZAMNBSAWSAT SAR— NMEHRT DAE
> AWSI(CH T B VPNIEZHcDFELE
> AWS Site-to-Site VPN&(E ?
> AWS Site-to-Site VPND:EETE
> 2D —Tw MF— KD - VGW or TGW
v VPNOTTEAL
>R T S A R—F— DT (VGW)
> bS5 2w MNF— DT A (TGW)
> Direct Connect& DO
v  AWS Site-to-Site VPNZFIA U=l E81E
v IBRFOERNRT > &
vV X<HBIBMEE

v BE

» AWS Site-to-Site VPNICHBITDIEEDTY TF5—
» AWS Site-to-Site VPNOFIBERIE
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Lo

AWS Site-to-Site VPNiZfRDEMH, FIBHIZEAEFT D
> VGWiE#:/ TGWIERDEWD T, TGWDHFIATIEERAT S 3>

SHIERHTFR T INERA > h2IBET S
>YTNA> T4 I —>3>ZAFURRICEDRIEE

HEACHTBHERIEE. AWSHIA>FF XS U Ti|R T
BINEZL&ZBHIT S

> 2DMDIPsec b >R ERUPIRREICERD

>E B RIVDAFT—HREIARIAS NIV =)L THERR

SHl1EER - RIBERNADINAL > 52ES
> ZFHRAR—ZTEIOLE FF1A> FURL, ®ROERY Y I 5—MEER
| aws
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Agenda

VAT L ZZAMNBSAWSAT SAR— NMEHRT DAE
> AWSI(CH T B VPNIEZHcDFELE
> AWS Site-to-Site VPN&(E ?
> AWS Site-to-Site VPND:EETE
> 2D —Tw MF— KD - VGW or TGW
v VPNOTTEAL
>R T S A R—F— DT (VGW)
> bS5 2w MNF— DT A (TGW)
> Direct Connect& DO
v  AWS Site-to-Site VPNZFIA U=l E81E
v IBRFOERNRT > &
vV X<HBIBMEE
vVEED

» AWS Site-to-Site VPNICHBITDIEEDTY TF5—
» AWS Site-to-Site VPNOFIBERIE
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What's new EE7 WY I 57— MR (20195FL1%)

2019/2

2019/8

2019/8

2019/12

2020/2

2020/7

AWSH 1 NEIVPNAIKEV2 (CXF IS

AWSH ~EIVPNTIEBAZ (C K BRSO /R— N RiR

AWSH - ~MelVPNIC, VPN > RILDOTEF2 U1 7))L
TVXALB KU1 X —REDRIFR TEHREZEN

Acceleratedt -1 REIVPNICE D, VPN T A - > X%
WEITDCEEZFHEK

AWSH - REIVPNAYAWS Transit Gateway/ \DiE#t (X
9 DIEAZE(C K DRI D P R— 7z RtA

AWSH -+ SEIVPNAOMYERRBED Y — DA T E Y —
ZALANILDT ot A F]DHR— b= A

TFa1UTRELT, FTLLWITO R
JLZfEA U CVPNZREL

IKEFDEE(CST ) LAEAEZ YR —
TF1UFTAPIILTIXLZFHRI DL

Yo, ik KUBHZ DVPNIBEED S 1 < —
LTV BIAE

AWS Global Accelerator==27_/ O>%FI A
U. VPNIEGDIN T A —< > X %M E

tF1 VT LM EEHDT S ILELE
BAE =

FOCEXBDIY—XEEN KD, 1EE

(C

https://aws.amazon.com/jp/about-aws/whats-new/2019/
https://aws.amazon.com/jp/about-aws/whats-new/2020/
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What's new EE7 WY I 57— MR (20195FL1%)

2020/8 AWS Site-to-Site VPNA$r/Z(CIpve bS5 T« v oY PRI —T— IO A4F )1 XEAWSH
R— bk DIV —RAFECHITD ST 1w I(CIpve
7 RLUAIEERIRE(C
2020/8 AWSH - RREIVPNALBINIDEES{E. BEMH., F—MB7IL LhanwWtFaUssZziHLTT—59%
JYUXLDYR— bz Ra fr:&
2020/8 AWS Site-to-Site VPNM'Internet Key Exchange (IKE)  AWSAINSIKERIS I —> 3> %A d
DEEZE Y R— b D ENAIREEIC
2020/10 AWSH " SEIVPNAIEEH(CBET 2@ Y 7R— hERIE  Personal Health Dashboard=/T LT k>
RILDEREIRREZ @]
2021/3 AWSH - MEIVPNAYL— REHIBRDY —EXR A4 —57%&IE> TGWICHITD)L— MIBRZE T (CHLEE
el A>T L= X—>AWS: 1,000
AWS—>A>T L =X: 5,000
2021/9 AWS Site-to-Site VPN. Download Configuration1— —E05)\A A TIKEV2D/\ S A= ED
T+ T+ DEFiR=E )Y —X YTV T OS> 00— RAJgE(C

https://aws.amazon.com/jp/about-aws/whats-new/2020/
https://aws.amazon.com/jp/about-aws/whats-new/2021/
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BE#3% - VGWIERG

AWS Site-to-Site VPND BEEFIFAR =
VPNIEET S DISRES | + 5 B

REfIERE (L. VPNIEFRZTJOE2 a3 =27 UCHIAREEE/RD TLD R VPNIEFEIDICW L TE
NENSZIAL . BIPsec b RILMDDown/Up ARE(FHNBR ENIRL Y, FREIFLE(C(XVPNEEHTIDD
HIBFD R E,

T—AEERE, EC2A> TN RRIE CRRCREES. AWSH'SA > —RY hADT—4
BLX (070 MMBREMRERD, 1 GB/AFTER, BRYU—3 2T, RD.999 TB/AFE
C0.114USD/GB & 73D, sl T ORI RERIANR—22 SR,

https://aws.amazon.com/jp/vpn/pricing/
https://aws.amazon.com/jp/ec2/pricing/on-demand/

aws
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&R | TGWiIER

AWS Site-to-Site VPND BEEFIFAR =
VPNIEET S DISRES | + 5 B

+ VPN’V F A MFREERE 4+ TGWTF—SUIERIE

TGWigiizFA UIEiEZS. BEDVPNIEGRE., T —FEXBHIINX., TGWICHITB77F v F
A MR TGWF—ZUIBRERAmEERDET,

VPNV TF A MRHILDDT7IYVF A MM, 2DDIPsec b RIUBGENSENET I, F/o,
1 DDVPNIEHRC EICVPNI7AY F A NEREERENNETT,

https://aws.amazon.com/jp/vpn/pricing/
https://aws.amazon.com/jp/global-accelerator/pricing/

rvices, Inc. or its Affiliates. All rights reserved. a s
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BE&AR - TGWIESE + AcceleratedY 1 RMEIVPNAD'S 3 >

AWS Site-to-Site VPND BZEFI I =
VPNiEHiC S OFEERE  + 5 — Rk
+ VPN7ZHYF A NSRS 4+ | TGWF—SIERE

-+ Global Accelerator MEFRERIE x 2 + | TL =7 AT —SEnER

Acceleratedt -1 REIVPNAT = 3 > ZFAUEEES. BEDOVPNIEGEE., T —5inxsl,
TGWICEHZET DRE(CHIZ . Global Accelerator(GA)O)H#F'a'iu%%b\Z’.DO)IPseC N>ZILTD
GADT L =7V AT —FEERDIEBERDET,

https://aws.amazon.com/jp/vpn/pricing/
https://aws.amazon.com/jp/transit-gateway/pricing/
https://aws.amazon.com/jp/global-accelerator/pricing/

aws
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BE SFUA L1 @ : B—aws7ho> hTVGWIER)
A>T L ZZIHNSAWS Site-to-Site VPNZFIFB L. 1 DDVPCIC 7Tt 29 B4,

Account X

5 — SRR K
1 GB/BZET $ 0.00/GB
A>T =RZADC: &19.999 TB/A ¢ 0.114/GB

[ ——
CGW Site-to-Site VPN
VPNiZH R E

BERJ—>3>

X T — AR EEMFRERMGC IO TRRADFT. FULEHUTZ
ZTERIES0N,

https://aws.amazon.com/jp/vpn/pricing/ #% : AZTLZANSDA 25 —F Y MEFOEIR -
https://aws.amazon.com/jp/ec2/pricing/on-demand/ B-ERCOMD S EREFRIEFRELE,

aws
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Ny

Bl

o VPNIZHGDOE RS, T —YEHmERIE. TGWDVPNTZAWF XS MRIE. VPN W F
A> hEEBITDTCGWT —FUBRHITGWZAE I D700 MNIES

« VPC7AvFRE, VPCIAYVF A MaBiR T DTGWDT —FUIBRE(FI NS Ta vy
HTGWISXET BVPCEFIB I DAWST LI > MNIESE

Account X

T —FERER K

1 GB/BZET $ 0.00/GB
A>T L =XDC R@9.999 TB/B  $ 0.114/GB

N1

SFUA 2 (B TGWIERICHBULT, TGWEVPCHBIZ A > )

VPN 5w FRIFTGWZ
BT ZAWST A K
CEe

\ $ 0.07/Att/E5fE

FQ cswé \

Account X

Site-to-Site VPN

VPN#EfiaRd

$ 0.048/8FfH
X7 — AN SR EBERMGCI O TRRDET,
https://aws.amazon.com/jp/vpn/pricing/

https://aws.amazon.com/jp/ec2/pricing/on-demand/
© 2021, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

$0.02/GB/'§

Account X
TGWS —FaUERIEVPN |1 TGW VPC 000
EFIAY BAWST AT N || $ 0.02/GB/ L fecoun
o Y —vv=—jmy =TT ey S

TGWS — S 4LIBR FVPCE

FRE 9 3AWST7HD > MC
AR

= EEUECE |
SVPCT 5y FRUSEVPCERTE |
- |IBAWSTAD bCERE |
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/

BE&E SFUA3 (B : TGWIERE + AcceleratedY - M
VPNAD >3>)

« TGWHIE(ZTHDX.. AWS Global AcceleratorBEfEldr /= DRIE. T =7 AT —SEnxfN

VPN/TGW’EFEE?%AWSTﬂ > MNIERE
s JLEZF7 AT —AEEREIE. TvSO0—> 3> %iB3FTERT —AEnXAMEDH:EE

Account X
F—ERER Account X
M 1 GB/AZET $ 0.00/GB TLET LT— />7$1:ul=4>< T
i > = A JR(MI.999 TB/A $0.114/GB | $ 0. .012/GB $ 0.07/Att/B5R Account A
El / : VPC 2 ,
2 " $ 0.07/Att/B5RS ! Account B | !
CGW $ 0.02/GB
Account X Account X i Account X :
AWSTwv>Ouy—=>3> Site-to-Site VPN | TGW VPC XXXX | |
HKE, AFSTBLUHFH VPNIEGRE, : $ 0.02/GB Account Z | |
$ 0.025/B5R x 2(IPsec b>JL)) $ 0. O48/H#F'a‘|ﬂ e !

XTLUZT7 LT —FEHmEREEERABEOD NS T« wOLE(CEUEE SN,
HiE@ELETIY>O0—>3 > ICR > TERDFT,
https://aws.amazon.com/jp/global-accelerator/pricing/ aws
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8% : AWSHY NDO—UBEEYS—EXDER

[AWS Black Belt Online Seminar] Amazon VPC

[AWS Black Belt Online Seminar] AWS Transit Gateway

[AWS Black Belt Online Seminar] A>J L =X EAWSREID TR &S

[AWS Black Belt Online Seminar] FF&DIE&HDFRY KT —2 APT

[Amazon Web ServicesJ O] “HBE"AWS DirectConnect CHEX DAWS Transit Gateway
[AWS Hands-on for Beginners] Networki#®#2 Amazon VPCREH KU'Amazon VPCEA> T L

SADTSANR—=bxy MDD —TEH
aws
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https://www.slideshare.net/AmazonWebServicesJapan/20201021-aws-black-belt-online-seminar-amazon-vpc
https://www.slideshare.net/AmazonWebServicesJapan/20191113-aws-black-belt-online-seminar-aws-transit-gateway
https://www.slideshare.net/AmazonWebServicesJapan/20200219-aws-black-belt-online-seminar-aws
https://www.slideshare.net/AmazonWebServicesJapan/20180515-aws-black-belt-online-seminar
https://aws.amazon.com/jp/blogs/news/aws-transit-gateway-with-shared-directconnect/
https://pages.awscloud.com/JAPAN-event-OE-Hands-on-for-Beginners-Network2-202009-reg-event-LP.html

*éﬂ ((- fﬁg-a Bﬁ:ﬂ L\Abﬁ ’“ :l...\

FMAANEICEAUE U TClE. BROAWSHR— REOABBEIVEDE S EE0
https://aws.amazon.com/ijp/premiumsupport/
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